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SUMMARY OF MODIFICATIONS FOR FDRSOS®

Summary of Modifications for FDRSOS V5.4 Level 30
FDRSOS V5.4 Level 24 or above is required for Symmetrix DMX subsystems.

The EMC-written program FBACHK which was formerly distributed in the FDRSOS
program libraries is now called FDRFBACK. It functions identically to the previous
FBACHK program except that it supports Symmetrix DMX subsystems. EMC also
distributes a program called FBACHK with the same functions, so our version has been
renamed to avoid conflicts. Either program can be used. FDRFBACK is documented in
Section 220.15.

Summary of Modifications for FDRSOS V5.4 Level 20

FDRSOS V5.4 Level 20 or above is required for Symmetrix subsystems running
microcode level 5x68 or above.
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FDRSOS OVERVIEW 200.01

FDRSOS OVERVIEW

FDRSOS (Safeguard Open Storage) provides high-speed, reliable backup and restore
of Open System data on a S/390 or z/900 system running OS/390 or z/OS. For simplicity,
in the rest of this manual we shall refer to the hardware as S/390 and the software as
MVS.

When used with an appropriately configured EMC Symmetrix Storage Subsystem,
FDRSOS under MVS can be used to backup and restore disk volumes which are actually
being used as disks by a UNIX system, a PC, or a server, attached by SCSI or Fibre
channels. Backups can be output to MVS tape, or to datasets on MVS DASD volumes.

FDRSOS uses the data management strength of IBM's mainframe hardware and OS/390
and z/OS software data management to provide high-speed backups which are easily
managed.

FDRSOS full-volume backups include all data sectors on the selected disks. A facility to
backup and restore user-specified data sectors from Open System disks is provided.

FDRSOS also offers a function to print data from Open System disks and to scan for
specific ASCII or hex data strings.

FDRSOS is possible because of a teaming agreement between Innovation Data
Processing and EMC Corporation (Hopkinton, MA). Under this agreement, EMC has
produced storage subsystems which allow access to data from both SCSI/Fibre and
S/390 channels, and Innovation has produced the software (FDRSOS) which can be
used on MVS to backup and restore this data.

EMC provides this capability as an option on their Symmetrix 3000-series, 5000-series
and 8000-series Storage Subsystems. This option does not allow normal MVS access

methods to read or write data on the Open System volumes; only special software such
as FDRSOS has this ability.

- 200-1 -



FDRSOS OVERVIEW 200.01

200.01 CONTINUED. ..

WHY? Why do you want to backup Open System data on your MVS mainframe, when there are
numerous alternatives? The reasons are numerous:

* Your MVS operations staff already has experience and procedures for taking and
managing backups, both onsite and offsite.

* Your MVS tape management system provides automatic management of backup
tapes, including retention, scratch pools, and automatic offsite vaulting.

* You may have automated tape libraries on your MVS mainframe, allowing for "lights-
out" off-shift backups.

* Your Open System servers may be located in the MVS computer room. Even if they
are not, ESCON channels allow the EMC Storage Subsystem to be accessed by
MVS even though it is many kilometers away.

» You can consolidate the backups of data belonging to many Open System CPUs (as
well as that of your S/390 data) in one location.

» Backups can be taken at high-speed, not depending on LAN or communication link
speeds.

* New technology S/390 tapes, such as IBM Magstar, allow for high-speed backup to
a small number of tape volumes.

Compared to most local or LAN-based backup systems, FDRSOS provides:
 Efficiency
» Centralized administration

» Improved resource utilization

- 200-2 -
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200.02 FDRSOS CONCEPTS

EMC
SYMMETRIX

DEVICE
ADDRESSING

EMC Symmetrix ESP-capable Storage Subsystems can be formatted as:

» S/390 DASD (3380 and 3390 disk volumes) in CKD (count-key-data) format,
attached to S/390 systems via parallel (bus/tag) or ESCON channels.

 Disks in FBA (Fixed Block Architecture) format, accessed by UNIX or PC systems
using SCSI or Fibre channels. Although "Open System" is most commonly used to
refer to UNIX systems, EMC disks in FBA format are called Open System disks
even when they are used by PC-type systems such as Windows 2000.

» A combination of the two in the same Symmetrix subsystem.

Although the FBA format of the Open System disks is not supported by MVS access
methods, EMC does allow Open System disks to be accessed by special software (such
as FDRSOS) on the S/390 system as long as appropriate EMC channel adapters are
installed and properly configured.

The physical disks within the EMC Symmetrix are divided into "logical disks" according
to a user-designed configuration which assigns one or more logical disks of user-chosen
size to each physical disk. Each logical disk can be configured as a S/390 disk or a Open
System disk. The association of the logical disks to the actual physical disks in the
Symmetrix is transparent to the end user.

Every S/390 logical disk naturally has a S/390 device address assigned so that it can be
used by MVS. Every Open System logical disk has a SCSI/Fibre address associated
with it. However, the disks can also be assigned a S/390 address as well, allowing them
to be accessed by FDRSOS.

Although these are called "logical disks" by EMC, they appear to be physical disks to
the S/390 or Open System interfaces, and IBM documentation for the S/390 and
documentation for the Open System hardware/software may refer to them as physical
devices. In some Open System documentation, "logical volumes" may have a different
meaning altogether.

The device addresses of S/390 and Open System logical disks within the Symmetrix are
assigned by the EMC representative in consultation with the customer. Naturally, the
MVS 1I/O configuration must be updated to reflect these devices (via SYSGEN, IOCP, or
HCD, depending on your level of MVS).

Those Symmetrix addresses which represent S/390-formatted disks (if any are present
in the subsystem) can be varied online and used like any normal 3380 or 3390 DASD
volume. Backup and management of these disks can be accomplished using
Innovation's FDR DASD Management products, including FDR, FASTCPK,
FDRREORG, and FDR/ABR, or similar software.

However, those addresses corresponding to the Open System disks cannot be varied
online. They look to the S/390 hardware like FBA disks, which are not supported by
MVS, so any attempt to VARY or MOUNT those devices will fail. These are the disks
which can be backed up with FDRSOS.
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FDRSOS CONCEPTS 200.02
CONTINUED. . .

FDRSOS includes special I/O routines to identify EMC Open System devices and to
access them even though they are offline to MVS. FDRSOS will identify those devices
which might be EMC Symmetrix Open System disks (offline DASD devices) and will
perform several validations to ensure that they truly are this type of device (e.g., that they
respond to FBA commands). Once identified, FDRSOS can perform high-efficiency FBA
I/0 to read and write these disks as required.

FDRSOS DUMP allows you to:

» backup one or more Open System volumes serially (one at a time). Each backup
must be directed to a separate output dataset on tape or disk, but it is possible to
stack multiple backups on a single tape volume (or multi-volume tape set) as multiple
files.

» backup one or more Open System volumes in parallel, outputting to separate
datasets. If tape output is used, separate tape drives must be used in order for the
backups to execute in parallel.

» backup entire volumes (the usual method) or include only selected data sectors (by
absolute sector number ranges).

 create a duplicate backup while reading the disk data only once.

Note that FDRSOS has no knowledge of the allocation of data on the Open System disks
and cannot selectively backup only allocated data areas.

FDRSOS RESTORE will restore from the backups created by FDRSOS, restoring entire
Open System volumes or optionally selected sectors (by absolute sector number ranges).

FDRSOS ERASE can quickly rewrite all (or selected portions of) an Open System volume
with zeros.

FDRSOS can PRINT selected data sectors from Open System volumes, and can scan for
user-specified ASCII or hexadecimal data strings and print the sectors containing those
strings.

Finally, FDRSOS has a function (LABEL) which allows you to assign volume serials to
each of the Open System volumes and two others (VARYON and VARYOFF) which allow
you to make the Open System volumes available or unavailable for further FDRSOS
processing.

Open System volumes do not normally have MVS-style 6-character volume serials, but
MVS disk operations are oriented around such a volser, so FDRSOS requires that every
Open System volume be assigned a volume serial. You may assign any valid volume
serial to the volumes, using the LABEL function of FDRSOS (See Section 210.05). This
volume serial will be stored in an area of each Open System volume that EMC has
reserved for FDRSOS use (outside of the normal data area of the volume).

Once assigned, this volume serial may be used to identify Open System volumes to
FDRSOS in JCL and in control statements.
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FDRSOS CONCEPTS 200.02
CONTINUED. . .

Proper operation of FDRSOS backup and restore may require coordination with the Open
System which is using the volume. For example, it may be necessary to quiesce updates
to files on the Open System while the FDRSOS backup is taking place. Restores may
require that the volume be dismounted on the Open System and remounted afterwards.
FDRSOS includes utility programs which can be executed on the Open Systems to assist
with this coordination for use in situations where the Open System does not provide native
commands to do the necessary coordination.

The amount of time that updates must be quiesced for a backup can be minimized by use
of EMC's Timefinder™, an optional Symmetrix facility which can create instant "frozen"
copies of Symmetrix volumes. It is described in detail in Section 200.05.

Innovation Data Processing's LAN-to-MVS backup product, FDR/UPSTREAM, can initiate
programs and batch files on many Open Systems as described in Section 220.13

Depending on the type of data being backed up, you may need to coordinate FDRSOS
backups with other file-level backups of the same data to provide all of the recovery that
you need. Remember that FDRSOS backups are full-volume backups which are used
primarily for full-volume recovery, while most other Open System backups process
individual files. Section 220.11 goes into detail on the coordination that may be required.

Innovation Data Processing's LAN-to-MVS backup product, FDR/UPSTREAM, can
provide the additional backups for most types of data. FDR/UPSTREAM is being
enhanced to initiate and record FDRSOS backups so that they can be part of FDR/
UPSTREAM backups. Section 220.13 has more details.

Security for FDRSOS operations is provided by RACF or equivalent third-party security
products. Security checking is not the default; security must be enabled in FDRSOS using
the FDRZAPOP utility described in Section 230.10. For every Open System volume to be
dumped, restored or erased, FDRSOS will perform a security check against the
DASDVOL security class, using the volume serial of the EMC Open System volume.
FDRSOS will check for READ authorization for backups, and ALTER authorization for
restores and erases.

FDRSOSTC is a backup copy utility, described in Section 220.01. FDRSOS backups are
usually written in a format which cannot be copied by normal copy utilities (such as
IEBGENER); however, such utilities may copy FDRSOS backups without any error
message but will leave the copy in an unusable format. It is important that
FDRSOSTC be used whenever it is necessary to create a copy of a FDRSOS backup.

Several utility programs designed to run on various Open Systems in support of FDRSOS
are provided. They are described in the Appendixes of this manual.
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FDRSOS CONCEPTS 200.02
CONTINUED. . .

FDRSOS customers who also are licensed for FDR/UPSTREAM/SOS, Innovation’s LAN-
to-MVS backup product for file-level backups, can use EMC Symmetrix Open System
volumes for backups of Open System data using an option called “FDRSOS local backup”.
On the Open System, FDR/UPSTREAM file backups are directed to specially formatted
EMC Open System volumes. The backup data can include data from non-EMC disks
which are attached to the Open System, as well as backups of other data in the
Symmetrix.

Normally, FDR/UPSTREAM file backup data must be sent over the LAN or network to
MVS. But when these FDRSOS local backups are used, the backup data is written solely
to the FDRSOS local backup disk; only descriptions of the files involved are transmitted,
so the backup will run much faster than a network backup. FDR/UPSTREAM has been
enhanced to read those local backups from the MVS side, using the same /O techniques
used in FDRSOS, to copy the backup data to MVS tape or disk backup datasets.

FDRSOS is required to initialize the Open System volumes to be used as FDRSOS local
backup volumes for FDR/UPSTREAM. See “LOCALBACKUP Statement” in Section
210.10 and “FDRSOS and FDR/UPSTREAM" in Section 220.13 for details.

To give you an idea of the performance you can expect from FDRSOS, here are the results
of a benchmark done in Innovation's data center. Naturally, your results may vary
depending on your tape and disk configuration, and other system activity.

FDRSOS benchmark from May 31, 2001: An FDRSOS DUMP of a 4GB FBA volume on
Innovation's EMC 8430 Symmetrix (microcode level 5567.25.13) and Multiprise 3000
using z/OS 1.1 and FDRSOS V5.3/58P shows the following results:

DUMP to DUMMY: 4.7 minutes (15.4MB/sec)
DUMP to IBM 3590B Magstar: 5.8 minutes (12.5 MB/sec)
DUMP to StorageTek 9840 in 3590 mode: 5.4 minutes (13.4 MB/sec)
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FDRSOS IMPLEMENTATION

These are the steps necessary to implement FDRSOS backup and restore:

Of course, FDRSOS must be installed on your MVS system as described in
section 230.01.

If not already present, a EMC Symmetrix 3000-series or 5000-series storage subsystem
must be installed with the proper hardware and microcode necessary to support Open
System storage as well as concurrent S/390 access to the Open System volumes. The
subsystem might also contain S/390-formatted (CKD) storage volumes; these volumes
will not be processed by FDRSOS. Your EMC representative will ensure that the proper
hardware and microcode is installed.

Your EMC representative will assist in configuring the SYMMETRIX storage subsystem.
You will, of course, decide on the size and number of Open System and S/390 (CKD)
volumes to be defined in the subsystem. Every S/390 volume will be assigned a S/390
address, and every Open System volume will be assigned both a SCSI/Fibre address
and a S/390 address.

You must now update your MVS I/O configuration to include the new addresses.
Depending on the type of CPU and the level of your MVS system, this might be done with:

* Sysgen
* IOCP (I/O Configuration Program) and MVSCP (MVS Configuration Program)
* HCD (Hardware Configuration Definition) dialog

The EMC SYMMETRIX subsystem will be defined as one or more 3990 control units.
Depending on your EMC hardware configuration, the same control unit may be used to
access both Open System and S/390 volumes, and the same channel paths (CHPIDs)
may be used for both.

The Open System volumes must be defined as normal 3380 or 3390 disks. However,
since they are NOT normal disks, any attempt to vary them online will result in error
messages. So, it is very important that the I/O configuration mark them as
OFFLINE, so that MVS will not attempt to access them at IPL time. Remember that
FDRSOS will be able access them even though they are offline. They should also be
marked as SHARED.
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FDRSOS IMPLEMENTATION 200.03

CONTINUED. . .

For example, in HCD, the MVS options for an Open System device will look similar to:

Vi ew Devi ce Paraneter / Feature Definition Row 1 of 6

Command ===> Scrol | ===> PACGE
Configuration ID. : CURPI B9 Common Configuration data

Device nunber . . : OlEO Device type . . . : 3390

Generic / VW device type . . . . : 3390

Parameter/ Val ue Req. Description

Feat ure

CFFLI NE Yes Devi ce considered online or offline at IPL
DYNAM C Yes Devi ce supports dynam c configuration
LOCANY Yes UXB can reside in 31 bit storage

ALTCTRL No Separ ate physical control unit path
SHARED Yes Devi ce shared with other systens

SHAREDUP No Shar ed when system physical ly partitioned

EE SR EEEEEEEEEEEEEEEEEEEEEEE RS &)ttomof data EEEEE R SR EEEEEEEEEEEEEEEEEEEEEES

In IOCP/MVSCP, specify OFFLINE=YES and FEATURE=SHARED on the IODEVICE
macros for the Open System devices. The following is an example of a Symmetrix
attached via 2 ESCON channels (CHPIDs 40 and 41), with 128 CKD (S/390) disk
addresses (300-37F) and 128 FBA (Open System) addresses (380-3FF):

CNTLUNIT CUNUMBR=008,PATH=(40),LINK=(CO)
UNIT=3990,UNITADD=((00,256))

CNTLUNIT CUNUMBR=009,PATH=(41), LINK=(C4)
UNIT=3990,UNITADD=((00,256))

IODEVICE ADDRESS=(300,128),CUNUMBR=(008,009), >k CKD DEVICES

UNIT=3390,UNITADD=00
|ODEVICE ADDRESS=(380,128),CUNUMBR=(008,009), >k FBA DEVICES
UNIT=3390,UNITADD=80,0FFLINE=YES,FEATURE=SHARED
Note that some documentation may indicate that UNITADD=00 is required for ESCON;
this is true, but what it really means is that the value for the first IODEVICE definition for
a given control unit must be 00. So when varying characteristics must be specified for
some devices on a control unit (such as OFFLINE=YES), you can have multiple
IODEVICE statements with varying values for UNITADD.

As is normal in a I/O configuration for an OS/390 or z/OS system, the device numbers

assigned to the Open System devices are arbitrary numbers which do not have to have
any relation to the actual S/390 device addresses. The device numbers assigned will be
the unit addresses referred to by the UNIT= operand of the FDRSOS MOUNT statement
(Section 210.15).
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FDRSOS IMPLEMENTATION 200.03

CONTINUED. . .

You may wish to generate an esoteric unit name which includes the EMC Open System
devices, which can be used in DISKx DD statements in FDRSOS JCL. For example, you
might assign generic name OPENSYS to the Open System devices, allowing you to code
UNIT=OPENSYS in JCL. Likewise, you will probably not want to include the Open System
devices in other DASD esoteric names such as SYSDA since they will never be used for
normal MVS disk allocations.

Note to VM users: If you are accessing Open System volumes from MVS running as a
guest under VM, you should define the addresses of the Open System volumes to VM as
"unsupported" DASD-class devices in your HCPRIO /O configuration or your system
configuration files. The definition should indicate that the devices have the DPS and
RESERVE features. These devices should be DEDICATEd or ATTACHed to the MVS
guest. Consult your VM Planning manual for more information. Here is an example of a
VM RDEVICE statement for an Open System Volume:

Rdevice 0fd0 Type UnSupported,
DevClass DASD,
DPS vyes,
Reserve_Release yes

- 200-9 -
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Once the updated 1/O configuration has been activated (by an IPL or dynamic /O
reconfiguration) and the Symmetrix subsystem has been attached to the proper channel
paths, you can perform a simple test to verify that the Symmetrix disk addresses are
properly connected (addressable by FDRSOS).

For a normal CKD disk, this could be done by initializing them with ICKDSF or VARYing
them online, but neither of these will work for Open System volumes.

One way to verify the connectivity is to use the MVS console command DEVSERV
(abbreviated DS). For example, if your Open System volumes were at addresses 1EO-
1EF, you could issue the command:

DS PATHS,1E0,16
which would produce a display similar to:

| EEA591 16. 49. 32 DEVSERV PATHS 321

UN T DIYPE M CNT VOLSER GOHPI D=PATH STATUS
01EO, 3390 , F, 000, E#01EQ, 20=+ 21=<
01E1, 3390 , F, 000, E#01E1, 20=+ 21=<
01E2, 3390. .. , F, 000, E#01E2, 20=& 21=<

R R EEE SR ER LSRR EE LRSS R TS SYI\BO_ EFI NTIO\S

F = CFFLINE

< = PHYSI CALLY UNAVAI LABLE

+ = PATH AVAI LABLE

& = RESERVED TO ANOTHER PATH GROUP
*

LO3 CALLY CFF, PHYSI CALLY ON
LO3d CALLY COFF, PHYSI CALLY CFF

The status of each path (CHPID) to each device is shown. A good connection is indicated
by:
+ path available

& path available but the device is currently reserved to another system, such
as a AIX/6000 system

Problems might be indicated by:

< path online but device could not be contacted, control unit not responding
*  path available but marked offline for this device by a VARY PATH command

- path physically offline to the hardware. You may be able to vary it online

with the command: CF CHP(xx),ONLINE.

Other status codes are possible and usually indicate a problem.
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So in this example, CHPID 20 is successfully connected to the Symmetrix Open System
addresses while CHPID 21 is not. Device 01E2 is connected but reserved to another
system.

If one or more CHPIDs have a status of * (logically offline but physically online), it may be
the result of a MVS problem or a VARY PATH console command. The VARYPATH
command of FDRSOS (See Section 210.07) may be able to resolve the problem.

When connection problems are indicated, they may be due to:
« errors in the Symmetrix internal configuration
» problems with the Symmetrix channel adapter
» problems with the physical channel connection
* errors in the MVS 1/O configuration

Your EMC representative will assist you in diagnosing these problems but you may also
contact Innovation Technical Support for assistance. But before you call, please review
Section 220.15 (FDRSOS Diagnostic Techniques).
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In order to manage the backups created by FDRSOS, you obviously must know what is
being backed up. In other words, there must be some way to identify which backups
contain which Open System volumes. Unfortunately, this is not straightforward.

On the Open System side (the UNIX system, or Windows 2000 system, or whatever), the
disk volumes are known by their SCSI/Fibre addresses. However, after initial installation,
the SCSI/Fibre addresses are rarely used and are often not even known to the system
users. Disk volumes are assigned some other identification which varies by system type.
They may be known by a drive letter (e.qg., the "C" drive), by a system-assigned
identification (e.qg., "hdisk3") or some other identification. Unfortunately, this identification
is known only to that system; it is usually not recorded on the disk volume itself so
FDRSOS cannot determine what it is.

As described earlier, every Open System volume in the EMC Symmetrix subsystem will
have both a SCSI/Fibre address and a S/390 address. It is your responsibility to maintain
documentation showing the correspondence between each S/390 Open System address
and the data that has been placed on that volume from the Open System side. Your EMC
representative can provide you with a configuration report showing the defined volumes
and their addresses.

You may wish to maintain a spreadsheet or table similar to this:

S/390 EMC EMC Size FDRSOS Connected Open Sys Format Usage

Addr Drive Sym# (MB) volser System Disk ID

01EO DA1CO 00 2000 AIX1H1 AIX Sys 1 hdiskl JFS Gen Files
01E1 DA1CO 01 2000 AIX1H2 AIX Sys 1 hdisk2 Oracle Database
01E2 DA1DO 02 4000 NTADRD NT A D: HPFS Payroll

FDRSOS contains a function which can assist you with verifying that you have correctly
identified the Open System volume mounted on each S/390 device address. The
PRINT=STATUS displays will display a great deal of information about the format of each
Open System volume processed and the Open System which created it. Section 200.04
contains more detail and examples on PRINT=STATUS.
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FDRSOS requires that every Open System volume be assigned a volume serial number,
in standard MVS format (up to 6 alphabetic, numeric or national characters, e.g., OPEN#2
or EMC123). This allows you to create jobstreams which are independent of the actual
device addresses, since you specify the volume serials instead of device numbers to the
FDRSOS backup and restore jobs.

We recommend that you assign volume serials that are in some way related to the name
by which the volume is known on the Open System which uses it. You might use a form
of the Open System volume name, or include the SCSI/Fibre address or use the Open
System device name. For example, for an AIX hdiskl on a RS/6000 system, you might
call it AIXHD1. For a Sun/Solaris hard disk "/dev/dsk/cat3d0s0" at SCSI Target/Lun 3/01,
you might call it C2T3D1.

The Open System volume serials are assigned using the LABEL function of FDRSOS
described in Section 210.06. This assignment needs to be done only once for a given
volume; the volser is recorded in an area of the EMC volume that is reserved for FDRSOS
use. If new Open System volumes are defined, you will need to run FDRSOS LABEL to
assign volsers to the new volumes only. Otherwise you only need to run LABEL if:

» you need to change a volume serial

» the EMC hardware has been reconfigured changing the size or location of the Open
System volumes so that the original volume serials have been lost

* a new EMC Symmetrix subsystem is replacing the original system (such as a
replacement subsystem at a disaster site).
The assigned volume serial is also stored in the MVS UCB (Unit Control Block) of the
Open System volume, although the device will continue to appear offline to MVS. This
allows the volume to be referenced in JCL and also shows up in many device displays.
For example, a MVS "D U" command will show results similar to:

| EEA571 11.02.51 UNT STATUS

UN T TYPE STATUS VALSER VOLSTATE
01EO 3390 CFFLINE EMC123 / RSDNT
O1E1 3390 CFFLINE CPEND4 / RSDNT

However, after an IPL, the volume serials stored in the MVS UCBs are lost. So, after an
IPL but before any other FDRSOS functions are run, you must execute the VARYON
function of FDRSOS (see Section 210.07) to read the volume serials from each Open
System volume and reinsert them in the MVS UCBSs. Innovation recommends that you run
the VARYON step as an automatically executed job or started task at IPL time or as the
first step of any FDRSOS job.

Finally, you must create the batch jobstreams to execute FDRSOS to backup and restore
your Open System volumes, as described in the remainder of this manual. The examples
in Sections 210.20-25 are a good starting point.
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SUN SOLARIS
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FDRSOS VOLUME STATUS DISPLAYS

Many FDRSOS functions accept an operand of PRINT=STATUS (see the statement
descriptions in Section 210). If specified, FDRSOS will examine each Open System
volume being processed, and attempt to identify the format of the volume using internal
indicators and operating system footprints on the volume. If the volume type is
successfully identified, FDRSOS will report the format and the type of Open System which
created the volume (e.g., IBM AIX, HP-UX, SUN SOLARIS, NOVELL, OS/2, Windows
2000, etc.). If applicable, it will display volume or volume group identifications, volume
group information, UNIX mount points, and other information; the details will vary
depending on the type of Open System.

If the additional operand DIR is specified, e.g., PRINT=(STATUS,DIR), for some disk
formats it will also display file information from the root directory on the volume.

NOTE: The volume information displayed by FDRSOS is based on Innovation's current
understanding of the format of volumes created by each of the Open Systems supported,
as obtained by research and experimentation. Innovation will update the PRINT=STATUS
display in subsequent releases of FDRSOS based on experience. If FDRSOS does not
recognize the format of your Open System volumes ("UNKNOWN VOLUME TYPE") or
displays incorrect information, please contact Innovation so that we can investigate and
correct the problem.

Following are examples of PRINT=(STATUS,DIR) displays for some of the Open System
formats currently supported by FDRSOS. Some additional formats are supported with
similar displays. The first FDR216 message always displays the MVS unit address,
FDRSOS pseudo volume serial, and Symmetrix device number (subsystem ID and
internal logical disk number).
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For SUN Solaris systems, the volume is defined in "slices". Note that the "backup slice"
defines the entire volume, so in this example the EMC Symmetrix volume is defined as
2GB. The "usr" slice is the area usable for data files.

The label displayed is a label written by Solaris when the volume was formatted. The text
is obtained from the Symmetrix subsystem at that time and shows the Symmetrix
microcode level and device size. Note that the microcode level may not be the current
level if it has been updated since the volume initialization.
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CONTINUED. . .

FDR216 STATUS OF SOS SCSI VOLUME UNIT=01FA VOL=E#01FA SYM-NUMBER=X'00F0-003A
FDR216 - UNIT=01FA IS AN IBM AIX VOLUME WITH A PVID---->00024141-0340F21E
FDR216 UNIT=01FA |S VOLUME 17 OF VOL GROUP 1D VGID-->00024141-0340F764
FDR216 UNIT=01FA GROUP HAS 4 LOGICAL VOLUMES ON 2 PHYSICAL DISKS
FDR216 - UNIT=01FA 259 PARTITIONS USED ON VOLUME OF 8 MBYTES EACH
FDR216 - UNIT=01E4 MIRROR COPY OF VOLUME->testmirr

FDR216 - UNIT=01E4 -WITH A MOUNT POINT--->/testmirr

FDR216 - UNIT=01FA LOGICAL VOLUME NAME--->testfs01

FDR216 - UNIT=01FA -WITH A MOUNT POINT--->/testfs01

FDR216 - UNIT=01FA LOGICAL VOLUME NAME--->testmirr

FDR216 - UNIT=01FA -WITH A MOUNT POINT--->/testmirr

On AIX/6000 UNIX systems (for the IBM RS/6000), physical volumes (Symmetrix logical
volumes) may be defined as one or more AlX logical volumes on a volume group. The
volume group can consist of one or more physical volumes and the logical volumes may
be spread across those physical volumes. Logical volumes may also be mirrored, where
the data is recorded multiple times on the physical volumes for recoverability; however,
the hardware mirroring facility of the Symmetrix is a superior way of accomplishing the
same thing. The physical volumes are divided into partitions of fixed size; one or more
partitions are assigned to logical volumes or mirrors as needed.

In this example, the PVID (physical volume ID) is assigned by AIX when the volume is
initialized; it is a combination of the disk serial number and a timestamp. All volumes in
the AIX volume group are assigned a similar VGID (volume group ID. The number of
physical volumes (2) and logical volumes (4) in the volume group are displayed, as well
as the partition size (8MB) and the number of partitions on this physical volume. The name
and mount point of each logical volume on this physical volume are shown; logical
volumes which are AlX mirrors are identified.
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HP/UX UNIX systems have volume groups and logical volumes similar to IBM AIX/6000
systems (see description above). FDRSOS displays the PVID (physical volume ID) and
VGID (volume group ID) assigned by HP/UX. Mount points and root directories may also
be displayed.

However, unlike AIX, HP/UX has no convenient way of displaying the PVID and VGID of
disks. Innovation has provided a utility which can be run on HP/UX to display the PVID
and VGID of every online disk, allowing you to easily match the data displayed by
PRINT=STATUS with the disk as seen by HP/UX. This utility is on the CD supplied with
FDRSOS and is called HPPVDISP.TAR; simply uncompress the program and execute
HPPVDISP under HP/UX.

Veritas filesystems have no mount points to display. If the HP/UX volume has a standard
HP file system, mount points are displayed.
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Novell Netware volumes may be partitioned, so FDRSOS displays the number and size of
each partition (this example has only one partition). Within each partition it displays the

Windows volumes may be partitioned, so FDRSOS displays the number and size of each
partition (this example has only one partition). Within each partition it displays the partition

format (NTFS).

partition format (Novell Netware) and the Netware volumes in that partition with their sizes.
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In this example,

If the DIR option was specified ("PRINT=(STATUS,DIR)") the contents of the root
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assigned by OS2 and the optional "volume label" specified by the user when the partition
was formatted. Within each partition it displays the partition format (OS2 HPFS or IBM

partition and the volume ID on that partition (the volume ID consists of a "volume serial”
FAT).

0S/2 volumes may be partitioned, so FDRSOS displays the number and size of each

directory in each partition is displayed (files and subdirectory names).

partitions 2 and 3 have been formatted but contain no files.
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FDRSOS TIMEFINDER™ BCV SUPPORT

In 1997 EMC enhanced their Symmetrix storage subsystems with TimeFinder™, an
optional Symmetrix facility. TimeFinder™ and FDRSOS allow "instant" backups of Open
System volumes by "freezing" an image of a volume at a particular point in time, then
backing up that frozen image.

The Symmetrix has always allowed the definition of mirror volumes, which are exact up-
to-date copies of the primary volumes to which they are assigned (all changes are written
to both the primary volume and its mirrors). This provides protection against data loss
due to hardware failure, but the mirror volumes do not have their own device address and
can not be accessed directly by the host.

TimeFinder™ introduced a new type of mirror, called a Business Continuance Volume or
BCV. A given primary volume may have standard mirrors as well as BCVs, but unlike
standard mirrors, a BCV

* is not permanently assigned to a primary volume

 can be assigned (established) by host software as a BCV mirror of any primary
volume in the Symmetrix subsystem with the same size and format (FBA, 3390, or
3380).

+ can be detached (split) by host software from its currently assigned primary volume.

* has its own device address (a S/390 address, SCSI/Fibre address, or both) and can
be used as a primary volume when not currently assigned to a primary volume.
To define BCVs, you must have the TimeFinder™ support installed on your Symmetrix,
and you must have unused disk capacity within the subsystem to assign as BCVSs.

EMC can provide you with more information on TimeFinder™ and BCVs, including more
detail on the internal operation of BCVs. Although EMC provides BCV utility programs
on MVS and Open Systems, all the necessary support is built into FDRSOS. Innovation
recommends that you use FDRSOS's integrated BCV support, instead of the EMC ultility,
for Open System volumes processed by FDRSOS.

- 200-17 -



FDRSOS TIMEFINDER™ BCV SUPPORT 200.05
200.05 CONTINUED. ..

BCV A BCV is first assigned as a mirror by an ESTABLISH command; this will synchronize it
OPERATIONS \yith the primary volume by copying all data on the primary to the BCV; this will take several
minutes per Gigabyte (GB) to be copied. Once the copy is complete, all updates to the
primary volume will be mirrored on the BCV, maintaining it as an exact copy. While the
BCV is assigned, it cannot be directly addressed by the host.

At the point in time where a backup is desired, the BCV can be detached from the primary
volume by a SPLIT command. The BCV will be an exact copy of the primary volume at
the time that the SPLIT was issued. SPLIT is usually very quick. You will probably have
to quiesce updates to the primary volume until the SPLIT is complete (see Section 220.11)
but this usually takes only a few seconds.

Once split, the BCV is now usable via its assigned host address and can be backed up.

When the backup is complete, you can re-synchronize the BCV with the primary with a RE-
ESTABLISH operation. During the time when the BCV was split, the Symmetrix keeps
track of all data updated on the primary volume. RE-ESTABLISH copies only that updated
data to the BCV, so it is much faster than a full ESTABLISH. FDRSOS supports a
separate RE-ESTABLISH command, but it can also be automatically issued by FDRSOS
DUMP as it finishes the backup of each volume.

Note that the copying of data during the ESTABLISH and RE-ESTABLISH is done
internally by the Symmetrix subsystem and is a low priority task (real I/Os get priority).
However, the amount of time required is not really important unless you need to SPLIT the
BCV and do a backup before the volumes are completely synchronized; in that case the
SPLIT is delayed until the synchronization is complete.
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There are 2 ways to setup BCV use:

1) you can permanently assign BCVs to every primary volume for which you plan to
use BCV backup. This will require more Symmetrix capacity and more device
addresses, but is much simpler to administer. The BCV is actively mirroring its
primary volume all the time, except during the backups, so the ESTABLISH is
done only once. A SPLIT is done before the backup. After the backup, the

RE-ESTABLISH will quickly re-synchronize the volumes since only changed data
is copied.

2) you can create a pool of BCVs and assign them to primary volumes as necessary.
This requires less Symmetrix capacity and fewer device addresses, but is more
complex to administer. You will have to ESTABLISH the BCV every time it is to be
used. This may take considerable time to copy all of the data from the primary
volume, especially if multiple volumes are being ESTABLISHed. You may require
operational procedures to insure that two FDRSOS jobs don't try to use the same
BCV volume for two different primary volumes at the same time.

You might use a combination of the two, some primary volumes with permanent BCVs

(perhaps for volumes with frequent or time-critical backups) and some with BCVs
assigned from a pool (perhaps for less frequent or non-time-critical backups).

In either case, the BCV volumes must match the size (2GB, 4GB, or whatever) and format
(FBA) of the primary volumes to which they will be attached. BCV volumes may also be
assigned for CKD disks in the Symmetrix system but CKD BCVs cannot be assigned to
FBA Open System volumes and vice versa.

It is also possible to use unassigned BCVs for other purposes, such as for restoring
backups. This is described later in this section.
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200.05 CONTINUED. ..

FDRSOS AND To allow use of BCVs with FDRSOS, the BCVs must be defined as Open System volumes,

TIMEFINDER™

just like normal Open System volumes. They must be assigned both a S/390 address and
a SCSI/Fibre address, and they must be in the MVS I/O configuration as OFFLINE DASD
devices (see Section 200.03).

FDRSOS has 3 command statements for TimeFinder:

ESTABLISH
SPLIT
RE-ESTABLISH

to perform the functions described above. Like other FDRSOS operations, each must be
executed in a separate FDRSOS step, but each can process multiple Open System
volumes in that step. You can tell FDRSOS to terminate the step as soon as the operation
has been started, or you can tell it to wait for the synchronization or split to complete; use
the latter when you must positively know that the BCV is in the desired status (such as
when quiescing or enabling updates).

The VARYON statement has been enhanced to recognize BCVs. BCVs will not normally
have their own FDRSOS volumes serials so VARYON will assign them a dummy volume
serial of "E#uuuu" where "uuuu" is the MVS device address in hex, e.g., E#01F4. This
dummy serial is not stored on the BCV itself, but is only stored in the MVS UCB. After
each IPL, you must run a VARYON function which includes the BCV volume
addresses; this can be the same VARYON that you use for primary Open System
volumes as long as the MOUNT statement(s) include the addresses of both primary and
BCV volumes. A BCV cannot be used by FDRSOS until the VARYON is performed.
VARYON can also be executed at any time to display the status of the BCVs; it will identify
them and show if they are unused, assigned to a primary volume, or split from a primary
volume.

However, VARYON and LABEL accept a option (BCV=IGNORE) which allows BCV
volumes to be used as primary volumes when they are not currently assigned to a normal
primary volume. More details are given later in this section.

The DUMP statement has been enhanced to support BCVs. The BCV=USE operand tells
it to identify and backup the BCV most recently split from the primary volume indicated by
the MOUNT statement. The SPLIT function must be executed before the DUMP step, but
there is also an option on DUMP to automatically RE-ESTABLISH the BCV to its primary
volume when the backup is complete. If the primary volume does not have a current BCV
(ESTABLISH never done or BCV was reused for another primary), or the BCV is still
attached to the primary (SPLIT not done), an error message will result and the backup will
be bypassed. If a preceding SPLIT has not yet completed (perhaps due to data which was
not fully synchronized between the primary and BCV), the DUMP will automatically wait
until the SPLIT has completed.

With the exception of ESTABLISH, you only need to specify the primary volume to
FDRSOS; it will automatically determine the BCV volume most recently assigned to that
primary volume.
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FDRSOS BCV If you have a permanently assigned BCV volume for every primary volume, use these

1)

2)

3)

Execute an ESTABLISH one time for each primary-BCV pair. There is no need to
wait for the synchronization to complete.

When ready to backup, quiesce system and/or application update activity on the
primary volumes (if required, see Section 220.11) and execute a SPLIT with
BCV=WAIT for the primary volumes. Once the SPLIT step ends, you can re-enable
updates on the primary volumes.

Execute the DUMP with BCV=(USE,RET) for all the primary volumes. RET wi